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complicated electronics and computer systems, but it has released little information about what
makes those systems work. Unfortunately, automotive electronics systems are typically closed
off to all but the dealership mechanics. While dealerships have access to more information than
you as an individual can typically get, the auto manufacturers themselves outsource parts and
require proprietary tools to diagnose problems. Understanding how vehicles communicate can
lead to better modifications, like improved fuel consumption and use of third-party replacement
parts. Once you understand the communication system, you can seamlessly integrate other
systems into your vehicle, like an additional display to show performance or a third-party
component that integrates just as well as the factory default. Sometimes vehicles are equipped
with features that are undocumented or simply disabled. Discovering undocumented or
disabled features and utilizing them lets you use your vehicle to its fullest potential. This
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current protections. In addition to helping you design your security practice, this book offers
guidance to researchers in how to communicate their findings. Engineers at Toyota joke that
the only reason they put wheels on a vehicle is to keep the computer from scraping the ground.
As computer systems become more integral to vehicles, performing security reviews becomes
more important and complex. Car hacking should not be taken casually. Be very careful when
experimenting with any of the techniques in this book and keep safety as an overriding concern.
As you might imagine, neither the author nor the publisher of this book will be held accountable
for any damage to your vehicle. We begin with an overview of the policies surrounding vehicle
security and then delve in to how to check whether your vehicle is secure and how to find
vulnerabilities in more sophisticated hardware systems. If you work for the auto industry, this
will serve as a useful guide for building your own threat model systems. It also discusses how
to read wiring diagrams and simulate components of the engine to the ECU, such as
temperature sensors and the crank shaft. We also look at side channel analysis attacks, such as
differential power analysis and clock glitching, with step-by-step examples. This chapter also
discusses some open source in-vehicle infotainment systems that can be used for testing. This
chapter covers cryptography as well as the different protocol proposals from multiple countries.

We review the encryption schemes you may run into when dealing with immobilizers as well as
any known weaknesses. For the rest of us, attack surface refers to all the possible ways to
attack a target, from vulnerabilities in individual components to those that affect the entire
vehicle. You might think of the attack surface like the surface area versus the volume of an
object. Two objects can have the same volume but radically different surface areas. The greater
the surface area, the higher the exposure to risk. Be sure to consider all the ways that data can
get into a vehicle, which are all the ways that a vehicle communicates with the outside world. As
you can see, there are many ways data can enter the vehicle. If any of this data is malformed or
intentionally malicious, what happens? This is where threat modeling comes in. If you have
further questions or if this section excites you, by all means, grab another book on the subject!
When threat modeling a car, you collect information about the architecture of your target and
create a diagram to illustrate how parts of the car communicate. You then use these maps to
identify higher-risk inputs and to keep a checklist of things to audit; this will help you prioritize
entry points that could yield the most return. Threat models are typically made during the
product development and design process. If the company producing a particular product has a
good development life cycle, it creates the threat model when product development begins and
continuously updates the model as the product moves through the development life cycle.
Threat models are living documents that change as the target changes and as you learn more
about a target, so you should update your threat model often. Your threat model can consist of
different levels; if a process in your model is complicated, you should consider breaking it
down further by adding more levels to your diagrams. At this level, we use the checklist we built
when considering attack surfaces. Think about how data can enter the vehicle. Draw the vehicle
in the center, and then label the external and internal spaces. Figure illustrates a possible Level
0 diagram. The rectangular boxes are the inputs, and the circle in the center represents the
entire vehicle. On their way to the vehicle, the inputs cross two dotted lines, which represent
external and internal threats. Processes are numbered, and as you can see, this one is number
1. If you had more than one complex piece in your threat model, you would number those in
succession. For instance, you would label a second process 2. Figure Level 0 inputs. To move
on to the Level 1 diagram, pick a process to explore. The Level 1 map shown in Figure is almost
identical to that in Level 0. The only difference is that here we specify the vehicle connections
that receive the Level 0 input. Figure Level 1 map of inputs and vehicle connections. Notice in
Figure that we number each receiver. The first digit represents the process label from the Level
0 diagram in Figure , and the second digit is the number of the receiver. The dotted lines in the
Level 1 map represent divisions between trust boundaries. The inputs at the top of the diagram
are the least trusted, and the ones at the bottom are the most trusted. The more trust
boundaries that a communication channel crosses, the more risky that channel becomes. At
Level 2, we examine the communication taking place inside the vehicle. Our sample diagram
Figure focuses on a Linux-based infotainment console, receiver 1. In Figure , we group the
communications channels into boxes with dashed lines to once again represent trust
boundaries. Systems that talk directly to the kernel hold higher risk than ones that talk to
system applications because they may bypass any access control mechanisms on the
infotainment unit. Therefore, the cellular channel is higher risk than the Wi-Fi channel because it
crosses a trust boundary into kernel space; the Wi-Fi channel, on the other hand,
communicates with the WPA supplicant process in user space. Figure Level 2 map of the
infotainment console. This system is a Linux-based in-vehicle infotainment IVI system, and it
uses parts common to a Linux environment. In the kernel space, you see references to the
kernel modules udev, HSI, and Kvaser, which receive input from our threat model. The
numbering pattern for Level 2 is now X. X , and the identification system is the same as before.
At Level 0, we took the vehicle process that was 1. We then marked all processes within Level 1
as 1. Next, we selected the infotainment process marked 1. At Level 2, therefore, we labeled all
complex processes as 1. You can continue the same numbering scheme as you dive even
deeper into the processes. The numbering scheme is for documentation purposes; it allows you
to reference the exact process at the appropriate level. When building or designing an
automotive system, you should continue to drill down into as many complex processes as
possible. Bring in the development team, and start discussing the methods and libraries used
by each application so you can incorporate them into their own threat diagrams. When
exploring these connections, mark methods that have higher privileges or that handle more
sensitive information. Threat identification is often more fun to do with a group of people and a
whiteboard, but you can do it on your own as a thought exercise. When determining potential
threats at Level 0, try to stay high level. The point here is to brainstorm all the risks of each
process and input. The high-level threats at Level 0 are that an attacker could:. At first, it may be
difficult to come up with a bunch of attack scenarios. Be creative; try to come up with the most

James Bondâ€”villain attack you can think of. Maybe think of other attack scenarios and
whether they could also apply to vehicles. For example, consider ransomware, a malicious
software that can encrypt or lock you out of your computer or phone until you pay money to
someone controlling the software remotely. Could this be used on vehicles? The answer is yes.
Write ransomware down. Threat identification at Level 1 focuses more on the connections of
each piece rather than connections that might be made directly to an input. The vulnerabilities
that we posit at this level relate to vulnerabilities that affect what connects to the devices in a
vehicle. As you can see in the following lists, there are many potential ways into a vehicle. We
need to ensure that it maintains proper functionality. At Level 2, we can talk more about
identifying specific threats. As we look at exactly which application handles which connection,
we can start to perform validation based on possible threats. These lists of potential
vulnerabilities are by no means exhaustive, but they should give you an idea of how this
brainstorming session works. If you were to go to a Level 3 map of potential threats to your
vehicle, you would pick one of the processes, like HSI, and start to look at its kernel source to
identify sensitive methods and dependencies that might be vulnerable to attack. Having
documented many of our threats, we can now rate them with a risk level. Discoverabilty How
easy is it to find the vulnerability? Table lists the risk levels from 1 to 3 for each rating category.
Could subvert the security system and gain full trust, ultimately taking over the environment. Is
very difficult to reproduce, even given specific information about the vulnerability. Affects a
seldom-used part, meaning an attacker would need to be very creative to discover a malicious
use for it. Now we can apply each DREAD category from Table to an identified threat from
earlier in the chapter and score the threat from low to high 1â€”3. You can identify the overall
rating by using the values in the Total column, as shown in Table In the case of the HSI threats,
we can assign high risk to each of these threats, as shown in Table Although both risks are
marked as high, we can see that the older version of the HSI model poses a slightly higher risk
than do the injectable serial attacks, so we can make it a priority to address this risk first. We
can also see that the reason why the injectable serial communication risk is lower is that the
damage is less severe and the exploit is harder to reproduce than that of an old version of HSI.
Each group is subdivided into sub areasâ€”six for base, three for temporal, and five for
environmentalâ€”for a total of 14 scoring areas! Also, MIL-STDE is designed to be applied
throughout the life cycle of a system, including disposal, which is a nice fit with a secure
development life cycle. At this point, we have a layout of many of the potential threats to our
vehicle, and we have them ranked by risk. Now what? Table includes the countermeasure for
the HSI code execution risk, and Table includes the countermeasure for the risk of HSI
interception. Intercepts and injects commands from the cellular network. Now you have a
documented list of high-risk vulnerabilities with solutions. You can prioritize any solutions not
currently implemented based on the risk of not implementing that solution. In this chapter you
learned the importance of using threat models to identify and document your security posture,
and of getting both technical and nontechnical people to brainstorm possible scenarios. We
then drilled down into these scenarios to identify all potential risks. Using a scoring system, we
ranked and categorized each potential risk. After assessing threats in this way, we ended up
with a document that defined our current product security posture, any countermeasure
currently in place, and a task list of high-priority items that still need to be addressed. Your
vehicle may have only one of these, or if it was built earlier than , it may have none. Bus
protocols govern the transfer of packets through the network of your vehicle. Several networks
and hundreds of sensors communicate on these bus systems, sending messages that control
how the vehicle behaves and what information the network knows at any given time. Each
manufacturer decides which bus and which protocols make the most sense for its vehicle. CAN
is a simple protocol used in manufacturing and in the automobile industry. Modern vehicles are
full of little embedded systems and electronic control units ECUs that can communicate using
the CAN protocol. Differential signaling is used in environments that must be fault tolerant to
noise, such as in automotive systems and manufacturing. Figure CAN differential signaling.
Notice that when a bit is transmitted on the CAN bus, the signal will simultaneously broadcast
both 1V higher and lower. The sensors and ECUs have a transceiver that checks to ensure both
signals are triggered; if they are not, the transceiver rejects the packet as noise. The two
twisted-pair wires make up the bus and require the bus to be terminated on each end. You may
have to hunt around for it, but its outline looks similar to that in Figure Some are easy to
access, and others are tucked up under the plastic. Search and you shall find! CAN is easy to
find when hunting through cables because its resting voltage is 2. If you find a wire transmitting
at 2. Mid-speed and low-speed communications happen on other pins. There are two types of
CAN packets: standard and extended. Extended packets are like standard ones but with a larger
space to hold IDs. Arbitration ID The arbitration ID is a broadcast message that identifies the ID

of the device trying to communicate, though any one device can send multiple arbitration IDs. If
two CAN packets are sent along the bus at the same time, the one with the lower arbitration ID
wins. Data length code DLC This is the size of the data, which ranges from 0 to 8 bytes. Data
This is the data itself. The maximum size of the data carried by a standard CAN bus packet can
be up to 8 bytes, but some systems force 8 bytes by padding out the packet. Figure shows the
format of standard CAN packets. Figure Format of standard CAN packets. Extended packets are
like standard ones, except that they can be chained together to create longer IDs. Extended
packets are designed to fit inside standard CAN formatting in order to maintain backward
compatibility. Standard packets also differ from extended ones in their use of flags. Sending
lots of information over ISO-TP can easily flood the bus, so be careful when using this standard
for large transfers on an active bus. A broadcast message on this system has 0x for both the
function code and the node ID. CANopen is seen more in industrial settings than it is in
automotive ones. The low-speed bus, a single-wire CAN bus that operates at In contrast, the
high-speed bus runs at Kbps with a maximum of 16 nodes. These bus systems are older and
slower than CAN but cheaper to implement. VPW uses only pin 2. Figure PWM pins cable view.
The speed is grouped into three classes: A, B, and C. The PWM uses differential signaling on
pins 2 and 10 and is mainly used by Ford. It operates with a high voltage of 5V and at PMW has
a fixed-bit signal, so a 1 is always a high signal and a 0 is always a low signal. Other than that,
the communication protocol is identical to that of VPW. The differences are the speed, voltage,
and number of wires used to make up the bus. VPW has a high voltage of 7V and a speed of The
bit must remain either high or low for a set amount of time in order to be considered a single 1
bit or a 0 bit. Pulling the bus to a high position will put it at around 7V, while sending a low
signal will put it to ground or near-ground levels. This bus also is at a resting, or
nontransmission, stage at a near-ground level up to 3V. VPW packets use the format in Figure
Figure VPW Format. The data section is a set sizeâ€”always 11 bits followed by a 1-bit CRC
validity check. Table shows the meaning of the header bits. Table Meaning of Header Bits.
In-frame response IFR data may follow immediately after this message. Messages sent using
KWP may contain up to bytes. The KWP protocol has two variations that differ mainly in baud
initialization. The variations are:. K-Line uses pin 7 and, optionally, pin 15, as shown in Figure
UARTs use start bits and may include a parity bit and a stop bit. It was designed to complement
CAN. It has no arbitration or priority code; instead, a single master node does all the
transmission. LIN can support up to 16 slave nodes that primarily just listen to the master node.
The maximum speed of LIN is 20Kbps. LIN is a single-wire bus that operates at 12V. A LIN
message frame includes a header, which is always sent by the master, and a response section,
which may be sent by master or slave see Figure Figure LIN format. The SYNC field is used for
clock synchroniziation. The ID represents the message contentsâ€”that is, the type of data
being transmitted. The ID can contain up to 64 possibilities. ID 60 and 61 are used to carry
diagnostic information. When reading diagnostic information, the master sends with ID 60 and
the slave responds with ID All 8 bytes are used in diagnostics. The first byte is called the node
address for diagnostics NAD. The first half of the byte range that is, 1â€” is defined for
ISO-compliant diagnostics, while â€” can be specific to that device. One MOST device acts as
the timing master, which continuously feeds frames into the ring. Transmission is done through
the red light wavelength at nm using an LED. A similar protocol, MOST50, doubles the
bandwidth and increases the frame length to bits. In addition to a timing master, a MOST
network master automatically assigns addresses to devices, which allows for a kind of
plug-and-play structure. Another unique feature of MOST is that, unlike other buses, it routes
packets through separate inport and outport ports. The OSI layers are in the right column. In
MOST25, a block consists of 16 frames. A frame is bits and looks like the illustration in Figure
Figure MOST25 frame. Synchronous data contains 6 to 15 quadlets each quadlet is 4 bytes , and
asynchronous data contains 0 to 9 quadlets. A control frame is 2 bytes, but after combining a
full block, or 16 frames, you end up with 32 bytes of control data. An assembled control block is
laid out as shown in Figure Figure Assembled control block layout. FblockIDs are the core
component IDs, or function blocks. For example, an FblockID of 0x52 might be the navigation
system. InstID is the instance of the function block. There can be more than one core function,
such as having two CD changes. InstID differentiates which core to talk to. FktID is used to
query higher-level function blocks. OP Type is the type of operation to perform, get, set,
increment, decrement, and so forth. The Tel ID and Len are the type of telegram and length,
respectively. Telegram types represent a single transfer or a multipacket transfer and the length
of the telegram itself. Isochronous has three mechanisms: burst mode, constant rate, and
packet streaming. At the moment, most4linux should be considered alpha quality, but it
includes some example utilities that you may be able to build upon, namely:. The current
most4linux driver was written for 2. FlexRay is a high-speed bus that can communicate at

speeds of up to 10Mbps. FlexRay uses twisted-pair wiring but can also support a dual-channel
setup, which can increase fault tolerance and bandwidth. However, most FlexRay
implementations use only a single pair of wiring similar to CAN bus implementations. It also
supports star topology, like Ethernet, that can run longer segments. When implemented in the
star topology, a FlexRay hub is a central, active FlexRay device that talks to the other nodes.
The bus and star topologies can be combined to create a hybrid layout if desired. When creating
a FlexRay network, the manufacturer must tell the devices about the network setup. Recall that
in a CAN network each device just needs to know the baud rate and which IDs it cares about if
any. In a bus layout, only one device can talk on the bus at a time. In the case of the CAN bus,
the order of who talks first on a collision is determined by the arbitration ID. In contrast, when
FlexRay is configured to talk on a bus, it uses something called a time division multiple access
TDMA scheme to guarantee determinism: the rate is always the same deterministic , and the
system relies on the transmitters to fill in the data as the packets pass down the wire, similar to
the way cellular networks like GSM operate. FIBEX topology maps record the ECUs and how
they are connected via channels, and they can implement gateways to determine the routing
behavior between buses. FIBEX data is used during firmware compile time and allows
developers to reference the known network signals in their code; the compiler handles all the
placement and configuration. A FlexRay cycle can be viewed as a packet. The length of each
cycle is determined at design time and should consist of four parts, as shown in Figure Figure
Four parts of a FlexRay cycle. The static segment contains reserved slots for data that always
represent the same meaning. The dynamic segment slots contain data that can have different
representations. The symbol window is used by the network for signaling, and the idle segment
quiet time is used for synchronization. The smallest unit of time on FlexRay is called a
macrotick , which is typically one millisecond. All nodes are time synced, and they trigger their
macrotick data at the same time. The static section of a FlexRay cycle contains a set amount of
slots to store data, kind of like empty train cars. When an ECU needs to update a static data
unit, it fills in its defined slot or car; every ECU knows which car is defined for it. This system
works because all of the participants on a FlexRay bus are time synchronized. The dynamic
section is split up into minislots, typically one macrotick long. The dynamic section is usually
used for less important, intermittent data, such as internal air temperature. As a minislot
passes, an ECU may choose to fill the minislots with data. If all the minislots are full, the ECU
must wait for the next cycle. In Figure , the FlexRay cycles are represented as train cars.
Transmitters responsible for filling in information for static slots do so when the cycle passes,
but dynamic slots are filled in on a first-come, first-served basis. All train cars are the same size
and represent the time deterministic properties of FlexRay. Figure FlexRay train representing
cycles. FlexRay clusters work in states that are controlled by the FlexRay state manager. While
most states are obvious, some need further explanation. Specifically, online is the normal
communication state, while online-passive should only occur when there are synchronization
errors. In online-passive mode, no data is sent or received. Keyslot-only means that data can be
transmitted only in the key slots. Low-number-of-coldstarters means that the bus is still
operating in full communication mode but is relying on the sync frames only. There are
additional operational states, too, such as config, sleep, receive only, and standby. The actual
packet that FlexRay uses contains several fields and fits into the cycle in the static or dynamic
slot see Figure Figure FlexRay packet layout. The frame ID is the slot the packet should be
transmitted in when used for static slots. When the packet is destined for a dynamic slot 1â€” ,
the frame ID represents the priority of this packet. If two packets have the same signal, then the
one with the highest priority wins. Payload length is the number in words 2 bytes , and it can be
up to words in length, which means that a FlexRay packet can carry bytes of dataâ€”more than
30 times that of a CAN packet. Header CRC should be obvious, and the cycle count is used as a
communication counter that increments each time a communication cycle starts. One really
neat thing about static slots is that an ECU can read earlier static slots and output a value based
on those inputs in the same cycle. For instance, say you have a component that needs to know
the position of each wheel before it can output any needed adjustments. If the first four slots in
a static cycle contain each wheel position, the calibration ECU can read them and still have time
to fill in a later slot with any adjustments. At this time, there are no standard open source tools
for sniffing a FlexRay network. Technically, a FlexRay cluster can have up to configurations
with 74 parameters. When spoofing packets on a FlexRay network with two channels, you need
to simultaneously spoof both. This pin is often marked as optional, but the Bus Guardian can
drive this pin too high to disable a misbehaving device. Ethernet can transmit data at speeds up
to 10Gbps, using nonproprietary protocols and any chosen topology. This standard supports
quality of service QoS and traffic shaping, and it uses time-synchronized UDP packets. In order
to achieve this synchronization, the nodes follow a best master clock algorithm to determine

which node is to be the timing master. The master node will normally sync with an outside
timing source, such as GPS or worst case an on-board oscillator. The master syncs with the
other nodes by sending timed packets 10 milliseconds , the slave responds with a delay request
, and the time offset is calculated from that exchange. Typically, a connector will just be wires
like the ones you find connected to an ECU. Some exposed connectors are actually round, as
shown in Figure Figure Round Ethernet connectors. Mappings vary by manufacturer, and these
are just guidelines. Your pinout could differ depending on your make and model. For example,
Figure shows a General Motors pinout. Figure shows the plug view, not that of the cable. Figure
Typical DB9 connector plug view. A DB9 adapter can have as few as three pins connected.
Figure US-style DB9 connector, plug view. This communication is typically accomplished
through a roadside transponder, but cell phones and satellite communications work as well.
The idea is to have the system report that pollutants are entering the atmosphere without
having to wait up to two years for an emissions check. The vehicle phones home to the
manufacturer with faults and then contacts the owner to inform them of the need for repairs. As
you might imagine, this system has some obvious legal questions that still need to be
answered, including the risk of mass surveillance of private property. Some submitted request
for proposals to integrate OBD-III into vehicles claim to use transponders to store the following
information:. As of this writing, it has yet to be deployed with a transponder approach, although
phone-home systems such as OnStar are being deployed to notify the car dealer of various
security or safety issues. When working on your target vehicle, you may run into a number of
different buses and protocols. Not all bus lines are exposed via the OBD-II connector, and when
looking for a certain packet, it may be easier to locate the module and bus lines leaving a
specific module in order to reverse a particular packet. See Chapter 7 for details on how to read
wiring diagrams. When you begin using a CAN for vehicle communications, you may well find it
to be a hodgepodge of different drivers and software utilities. The ideal would be to unify the
CAN tools and their different interfaces into a common interface so we could easily share
information between tools. If you have Linux or install Linux on a virtual machine VM , you
already have this interface. Today, the term SocketCAN is used to refer to the implementation of
CAN drivers as network devices, like Ethernet cards, and to describe application access to the
CAN bus via the network socketâ€”programming interface. The can-utils package provides
several applications and tools to interact with the CAN network devices, CAN-specific
protocols, and the ability to set up a virtual CAN environment. In order to test many of the
examples in this book, install a recent version in a Linux VM on your system. The newest
versions of Ubuntu have can-utils in their standard repositories. This functionality allows the
kernel to handle CAN device drivers and to interface with existing networking hardware to
provide a common interface and user-space utilities. With traditional CAN software, the
application has its own protocol that typically talks to a character device, like a serial driver, and
then the actual hardware driver. In order to install can-utils , you must be running a Linux
distribution from or later or one running the 2. You should be able to use your package manager
to install can-utils. The next step depends on your hardware. As of this writing, the Linux
built-in CAN drivers support the following chipsets:. When you plug in a supported device,
these modules should automatically load, and you should see them when you enter the lsmod
command. Using the display message command dmesg , you should see output similar to this:.
You can verify the interface loaded properly with ifconfig and ensure a can0 interface is now
present:. Now set the CAN bus speed. The key component you need to set is the bit rate. This is
the speed of the bus. Once you bring up the can0 device, you should be able to use the tools
from can-utils on this interface. Linux uses netlink to communicate between the kernel and
user-space tools. You can access netlink with the ip link command. To see all the netlink
options, enter the following:. If you begin to see odd behavior, such as a lack of packet captures
and packet errors, the interface may have stopped. If the device is internal, run these
commands to reset it:. External CAN devices usually communicate via serial. In order to use
one of the USB-to-serial adapters, you must first initialize both the serial hardware and the baud
rate on the CAN bus:. The slcand daemon provides the interface needed to translate serial
communication to the network driver, slcan0. The following options can be passed to slcand :.
Table lists the numbers passed to -s and the corresponding baud rates. Table Numbers and
Corresponding Baud Rates. As you can see, entering -s6 prepares the device to communicate
with a Kbps CAN bus network. With these options set, you should now have an slcan0 device.
To confirm, enter the following:. Most of the information returned by ifconfig is set to generic
default values, which may be all 0s. This is normal. If we see an slcan0 device, we know that we
should be able to use our tools to communicate over serial with the CAN controller. At this
point, it may be good to see whether your physical sniffer device has additional lights. Your
CAN device must be plugged in to your computer and the vehicle in order for these lights to

function properly. Not all devices have these lights. You can set up a virtual CAN network for
testing. To do so, simply load the vcan module. By default, it listens on port It can be used to
handle some busy work when dealing with repetitive CAN messages. You can specify as many
interfaces as you like and have canbusload display a bar graph of the worst bandwidth
offenders. It can also take filters and log packets. It can also generate random packets. Some of
the more advanced and experimental commands, such as the ISO-TPâ€”based ones, require
you to install additional kernel modules, such as can-isotp , before they can be used. You can
grab the additional CAN kernel modules like this:. Once make finishes, it should create a
can-isotp. To load the newly compiled can-isotp. The can-isotp. The can. Ignore the err 0
messages. These messages indicate that you need to load the can. Once loaded, everything
should work fine. In order to write your own utilities, you first need to connect to the CAN
socket. This code snippet will bind to can0 as a raw CAN socket. A BCM service is a more
complex structure that can monitor for byte changes and the queue of cyclic CAN packet
transmissions. These lines set up the CAN family for sockaddr and then bind to the socket,
allowing you to read packets off the network:. Writing to the CAN network is just like the read
command but in reverse. Simple, eh? The SocketCAN network-layer modules implement a
procfs interface as well. Having access to information in proc can make bash scripting easier
and also provide a quick way to see what the kernel is doing. Some other useful procfs files
include the following:. You can limit the maximum length of transmitted packets in proc :. Set
this value to whatever you feel will be the maximum packet length for your application.
Socketcand includes a full protocol to control its interaction with the CAN bus. For example,
you can send the following line to socketcand to open a loopback interface:. Socketcand,
however, is a bit more robust than the BCM server. You can download a binary package for
Kayak or compile from source. Once the clone is complete, run the following:. You can attach
as many CAN devices as you want to socketcand, separated by commas. Right-click the project
and choose Newbus ; then, give your bus a name see Figure Figure Creating a name for the
CAN bus. Click the Connections tab at the right; your socketcand should show up under Auto
Discovery see Figure Figure Finding Auto Discovery under the Connections tab. Drag the
socketcand connection to the bus connection. To see the bus, you may have to expand it by
clicking the drop-down arrow next to the bus name, as shown in Figure Figure Setting up the
bus connection. Press the play button circled in Figure ; you should start to see packets from
the CAN bus. Choose Colorize from the toolbar to make it easier to see and read the changing
packets. Kayak can easily record and play back packet capture sessions, and it supports CAN
definitions stored in an open KDC format. Kayak is a great open source tool that can work on
any platform. In addition, it has a friendly GUI with advanced features that allow you to define
the CAN packets you see and view them graphically. Finally, you learned how to use
socketcand to allow remote interaction with your CAN devices and set up Kayak to work with
socketcand. The OBD-II connector is primarily used by mechanics to quickly analyze and
troubleshoot problems with a vehicle. When a vehicle experiences a fault, it saves information
related to that fault and triggers the engine warning light, also known as the malfunction
indicator lamp MIL. DTCs are stored in different places. More serious DTCs are stored in areas
that will survive a power failure. Faults are usually classified as either hard or soft. Often to
determine whether a fault is hard or soft, a mechanic clears the DTCs and drives the vehicle to
see whether the fault reappears. If it reappears, the fault is a hard fault. A soft fault could be due
to a problem such as a loose gas cap. Not all faults trigger the MIL light right away. When
storing the DTCs, the PCM snapshots all the relevant engine components in what is known as
freeze frame data, which typically includes information such as the following:. Some systems
store only one freeze frame, usually for the first DTC triggered or the highest-priority DTC, while
others record multiple ones. In an ideal world, these snapshots would happen as soon the DTC
occurs, but the freeze frames are typically recorded about five seconds after a DTC is triggered.
A DTC is a five-character alphanumeric code. The code in the first byte position represents the
basic function of the component that set the code, as shown in Table Table Diagnostic Code
Layouts. When set to 3, byte 2 is both an SAE-defined standard and a manufacturer-specific
code. Originally, 3 was used exclusively for manufacturers, but pressure is mounting to
standardize 3 to mean a standard code instead. The five characters in a DTC are represented by
just two raw bytes on the network. Table Diagnostic Code Binary Breakdown. Except for the
first two, the characters have a one-to-one relationship. Refer to Table to see how the first two
bits are assigned. You should be able to look up the meaning of any codes that follow the SAE
standard online. Here are some example ranges for common powertrain DTCs:. To learn the
meaning of a particular code, pick up a repair book in the Chilton series at your local auto shop.
Mechanics check fault codes with scan tools. Scan tools are nice to have but not necessary for
vehicle hacking. These are typically dongles that need additional software, such as a mobile

app, in order for them to function fully as scan tools. Higher-end ones should have
manufacturer-specific databases that allow you to perform much more detailed testing. DTCs
usually erase themselves once the fault no longer appears during conditions similar to when
the fault was first found. For this purpose, similar is defined as the following:. The reason for
this is simple enough: to prevent mechanics from manually turning off the MIL and clearing the
DTCs when the problem still exists. Unfortunately, although UDS was designed to make vehicle
information accessible to even the mom-and-pop mechanic, the reality is a bit different: CAN
packets are sent the same way but the contents vary for each make, model, and even year. Auto
manufacturers sell dealers licenses to the details of the packet contents. In practice, UDS just
works as a gateway to make some but not all of this vehicle information available. Diagnostic
tests like these send the system a request to perform an action, and that request generates
signals, such as other CAN packets, that are used to perform the work. For instance, a
diagnostic tool may make a request to unlock the car doors, which results in the component
sending a separate CAN signal that actually does the work of unlocking the doors. In this
listing, 7df is the OBD diagnostic code, 02 is the size of the packet, 01 is the mode show current
data; see Appendix B for a list of common modes and PIDs , and 0d is the service a vehicle
speed of 0 because the vehicle was stationary. The response adds 0x8 to the ID 7e8 ; the next
byte is the size of the response. Responses then add 0x40 to the type of request, which is 0x41
in this case. Then, the service is repeated and followed by the data for the service. ISO-TP
specifies a method to receive response data. Table lists the most common error responses. In
this response, we can see that after 0x7e8, the next byte is 0x03, which represents the size of
the response. The next byte, 0x7F, represents an error for service 0x11, the third byte. The final
byte, 0x11, represents the error returnedâ€”in this case, service not supported SNS. Run
istotpsend in one terminal, and then run isotpsniffer or isotprecv in another terminal to see the
response to your istotpsend commands. Then, in another terminal, send the request packet via
the command line:. In the case of UDS, the source is 0x7df, and the destination response is
0x7e8. The first 3 bytes make up the UDS response. Enter this VIN into Google, and you should
see detailed information about this vehicle, which was taken from an ECU pulled from a
wrecked car found in a junkyard. Table shows the information you should see. Table VIN
Information. The first byte of the data section in a diagnostic code is the mode. Shows data
streams of a given PID. Has the same PID values as 0x01, except that the data returned is from
the freeze frame state. Allows a technician to activate and deactivate the system actuators
manually. System actuators allow drive-by-wire operations and physically control different
devices. Dealership scan tools have a lot more access to vehicle internals and are an interesting
target for hackers to reverse engineer. This mode pulls DTCs that have been erased via mode 0x
One such module is a DCM module that deals specifically with discovering diagnostic services.
Set your channel to that of your SocketCAN device. Now, to discover what diagnostics your
vehicle supports, run the following:. This will send the tester-present code to every arbitration
ID. Here is an example discovery session using CaringCaribou:. Next, we probe the different
services on 0x Notice that the output lists several duplicate services for service 0x As of this
writing, CaringCaribou is in its early stages of development, and your results may vary. Restart
the scan from where it left off using the -min option, as follows:. In our example, the scan will
also stop scanning a bit later at this more common diagnostic ID:. In order to keep the vehicle in
this state, you need to continuously send a packet to let the vehicle know that a diagnostic
technician is present. The tester present packet keeps the car in a diagnostic state. One
possible workaround is to tell slcand to use canX style names instead of slcanX. The enhanced
version, 0x22, can return information not available with standard OBD tools. Use the
SecurityAccess command 0x27 to access protected information. This can be a rolling key,
meaning that the password or key changes each time, but the important thing is that the
controller responds if successful. You likely know that airplanes have black boxes that record
information about flights as well as conversations in the cockpit and over radio transmissions.
All and newer vehicles are also required to have a type of black box, known as an event data
recorder EDR , but EDRs record only a portion of the information that a black box on an airplane
would. While this data is very similar to freeze frame data, its purpose is to collect and store
information during a crash. The EDR constantly stores information, typically only about 20
seconds worth at any one time. These boxes collect data from other ECUs and sensors and
store them for recovery after a crash. Figure shows a typical EDR. Figure A typical event data
recorder. CDR kits include both proprietary hardware and software. The format of vehicle crash
data is often considered proprietary as well, and many manufacturers license the
communication protocol to tool providers that make CDRs. Obviously, this is not in the best
interest of the consumer. The SAE J standard lists recommended practices for event data
collection and defines event records by sample rate: high, low, and static. While the SAE J

states latitude and longitude recordings, many manufacturers claim not to record this
information for privacy reasons. Your research may vary. Not all manufacturers conform the to
SAE J standard. The SDM does not record any post-crash information. These coincide with
other crash recovery systems and extend the functionality by contacting the manufacturer or
third party. ACNs are specific to each manufacturer, and each system will send different
information. For example, the Veridian automated collision notification system released in
reports this information:. Captured freeze frame snapshots rarely contain information that
would help determine whether the DTC was triggered by malicious intent. This type of attack
would most likely occur during the research phase of an attack when an attacker is trying to
determine what components the randomly generated packets were affecting , not during an
active exploit. Accessing and fuzzing manufacturer-specific PIDsâ€”by flashing firmware or
using mode 0x08â€”can lead to interesting results. Unfortunately, security professionals will
need to reverse or fuzz these proprietary interfaces to determine what is exposed before work
can be done to determine whether there are vulnerabilities. If they can keep undocumented
entry points and weaknesses a secret, then their exploit will last longer without being detected.
You have learned how CAN packets can be linked together to write larger messages or to create
two-directional communications over CAN. You also learned how to read and clear any DTCs.
You looked at how to find undocumented diagnostic services and saw what types of data are
recorded about you and your driving habits. You also explored some ways in which diagnostic
services can be used by malicious parties. In order to reverse engineer the CAN bus, we first
have to be able to read the CAN packets and identify which packets control what. The rest of the
nondiagnostic packets are the ones that the car actually uses to perform actions. See Chapter 2
for common locations of the OBD connectors and their pinouts. CAN wires are typically two
wires twisted together. This can be difficult to identify because the bus is often noisy. The CAN
bus uses a ohm terminator on each end of the bus, so there should be 60 ohms between the two
twisted-pair wires you suspect are CAN. You should get a constant signal because the
differential signals should cancel each other out. If the car is turned off, the CAN bus is usually
silent, but something as simple as inserting the car key or pulling up on the door handle will
usually wake the vehicle and generate signals. First, you need to determine the type of
communication running on the bus. In order to do so, locate the bus those target components
use, and then reverse engineer the packets traveling on that bus to identify their purpose. There
are a ton of these devices on the market. However, a proprietary device specifically designed to
sniff CAN should still work. If your background is in networking, your first instinct may be to
use Wireshark to look at CAN packets. This technically works, but we will soon see why
Wireshark is not the best tool for the job. Wireshark can listen on both canX and vcanX devices,
but not on slcanX because serial-link devices are not true netlink devices and they need a
translation daemon in order for them to work. If you need to use a slcanX device with Wireshark,
try changing the name from slcanX to canX. I discuss CAN interfaces in detail Chapter 2. Figure
Wireshark on the CAN bus. Listing uses slcan0 as the sniffer device. Listing candump of traffic
streaming through a CAN bus. Devices on a CAN network are noisy, often pulsing at set
intervals or when triggered by an event, such as a door unlocking. This noise can make it futile
to stream data from a CAN network without a filter. Good CAN sniffer software will group
changes to packets in a data stream based on their arbitration ID, highlighting only the portions
of data that have changed since the last time the packet was seen. The cansniffer command line
tool groups the packets by arbitration ID and highlights the bytes that have changed since the
last time the sniffer looked at that ID. For example, Figure shows the result of running cansniffer
on the device slcan0. Figure cansniffer example output. You can add the -c flag to colorize any
changing bytes. For example, to see only IDs and as cansniffer collects packets, enter this:. The
command uses a bitmask , which does a bit-level comparison against the arbitration ID. Any
binary value of 1 used in a mask is a bit that has to be true, while a binary value of 0 is a
wildcard that can match anything. A bitmask of all 0s tells cansniffer to match any arbitration ID.
The minus sign - in front of the bitmask removes all matching bits, which is every packet. You
can also use a filter and a bitmask with cansniffer to grab a range of IDs. Using 7FF as a mask is
the same as not specifying a bitmask for an ID. For example. For those not familiar with AND
operations, each binary bit is compared, and if both are a 1 then the output is a 1. Figure Kayak
GUI interface. The can-utils suite records CAN packets using a simple ASCII format, which you
can view with a simple text editor, and most of its tools support this format for both recording
and playback. For example, you can record with candump , redirect standard output or use the
command line options to record to a file, and then use canplayer to play back recordings. Figure
Kayak recording to a logfile. Once your packet capture is complete, the logging should show in
the Log Directory drop-down menu see Figure Figure Right pane of Log files tab settings. To
play back the capture, right-click the Log Description in the right panel, and open the recording

see Figure Listing shows the logfile created by candump using the -l command line option:.
Listing candump logfile. Notice in Listing that the candump logfiles are almost identical to those
displayed by Kayak in Figure First, you may have missed the action in the recording, so try
recording and performing the action again. Try unlocking the passenger door instead while
recording. Try to replay the recording a few times to make sure the playback is working. Once
you have a recording that performs the desired action, use the method shown in Figure to filter
out the noise and locate the exact packet and bits that are used to unlock the door via the CAN
bus. The quickest way to do this is to open your sniffer and filter on the arbitration ID you
singled out. Unlock the door, and the bit or byte that changed should highlight. You should be
able to tell exactly which bit must be changed in order to unlock each door. Figure Sample
unlock reversing flow. For instance, by removing different halves of a logfile, you can identify
the one ID that triggers the door to unlock:. The specifics will vary for each vehicle. Now, what
happens when you change the 0x0F? To find out, unlock the car and this time send a 0x But
why did 0x03 control two doors and not a different third door? The answer may make more
sense when you look at the binary representation:. What about the remaining four bits? The
best way to find out what they do is to simply set them to 1 and monitor the vehicle for changes.
If not, they might control different door-like behavior, such as unlatching the trunk. For the UDS
protocol, this value is actually as follows:. This is because vehicles often compress the RPM
value using a proprietary method. Be sure to put the car in park before you do this, and even lift
the vehicle off the ground or put it on rollers first to avoid it starting suddenly and crushing you.
Ignore all the blinking warning lights, and follow the flowchart shown in Figure to find the
arbitration ID that causes the tachometer to change. Consequently, you may have to play and
record more traffic than before. Remember the value conversions mentioned earlier, and keep in
mind that more than one byte in this arbitration ID will probably control the reported speed.
Again, make sure that the car is immobilized in an open area, with the emergency brake on, and
maybe even up on blocks or rollers. Start recording and give the engine a good rev. Then, stop
recording and play back the data. Once you have the reaction you expect from the vehicle,
repeat the halving process used to find the door unlock, with some additional Kayak options.
The slider represents the number of packets captured. Use the slider to pick which packet you
start and stop with during playback. You can quickly jump to the middle or other sections of the
recording using the slider, which makes playing back half of a section very easy. Figure Kayak
playback interface. To override this noise, you need to talk even faster than the normal
communication to avoid colliding all the time. For instance, if you play your packets right after
the real packet plays, then the last seen update will be the modified one. Reducing noise on the
bus results in fewer collisions and cleaner demos. If you can send your fake packet immediately
after the real packet, you often get better results than you would by simply flooding the bus. To
send packets continuously with can-utils , you can use a while loop with cansend or cangen.
The instrument cluster simulator ICSim is one of the most useful tools to come out of Open
Garages, a group that fosters open collaboration between mechanics, performance tuners, and
security researchers see Appendix A. ICSim was designed as a safe way to familiarize yourself
with CAN reversing so that the transition to an actual vehicle is as seamless as possible. To use
ICSim, first load the instrument cluster to the vcan device like this:. In response, you should see
the ICSim instrument cluster with turn signals, a speedometer, and a picture of a car, which will
be used to show the car doors locking and unlocking see Figure Figure ICSim instrument
cluster. Figure ICSim control interface. The screen looks like a game controller; in fact, you can
plug in a USB game controller, and it should be supported by ICSim. As of this writing, you can
use sixad tools to connect a PS3 controller over Bluetooth as well. You can use the controller to
operate the ICSim in a method similar to driving a car using a gaming console, or you can
control it by pressing the corresponding keys on your keyboard see Figure Once the control
panel is loaded, you should see the speedometer idle just above 0 mph. The control application
writes only to the CAN bus and has no other way to communicate with the icsim. The only way
to control the virtual car is through the CAN. Accelerate up arrow Press this to make the
speedometer go faster. The longer you hold the key down, the faster the virtual vehicle goes.
Play around with the controls to make sure that the ICSim is responding properly. Try to identify
which packets control the vehicle, and create scripts to control ICSim without using the control
panel. Most of the changing data you see in Figure is caused by a replay file of a real CAN bus.
All methods of replay and packet sending will work with ICSim, so you can validate your
findings. Figure Screen layout for using ICSim. One of the great things about ICSim is that you
can challenge yourself by making it harder to find the target CAN traffic. ICSim supports four
difficulty levelsâ€”0 through 3, with level 1 as the default. Level 0 is a super simple CAN packet
that does the intended operation without any background noise, while level 3 randomizes all the
bytes in the packet as well. You can replay or share a specific seed value as well. If you find one

you like or if you want to race your friends to see who can decipher the packets first, launch
ICSim with a set seed value like this:. It may take you a while to locate the proper packets the
first time using ICSim, but after a few passes, you should be able to quickly identify which
packets are your targets. Depending on your vehicle, one solution to reverse engineering the
CAN bus is OpenXC, an open hardware and software standard that translates proprietary CAN
protocols into an easy-to-read format. This access could be read-only or allow you to transmit
packets. If more auto manufacturers eventually support OpenXC, it could provide third-party
tools with more raw access to a vehicle than they would have with standard UDS diagnostic
commands. Different vehicles may support different signals than the ones listed here or no
signals at all. Notice how the metadata definitions in JSON make it fairly easy for both humans
and a programming language to read and interpret. However, if you want to write an app or
embedded graphical interface to only read and react to your vehicle and you own a new Ford,
then this may be the quickest route to those goals. Hooray, open source! First, we define the
bus by creating a JSON file with a text editor. If all goes well, you should have a. By making
your own config files for OpenXC, you can bypass the restrictions set up in prereleased
firmware and support other vehicles besides Ford. Fuzzing the CAN bus can be a good way to
find undocumented diagnostic methods or functions. Fuzzing takes a random, shotgun-like
approach to reversing. When fuzzing , you send random-ish data to an input and look for
unexpected behavior, which in the case of a vehicle could be physical changes, such as IC
messages, or component crashes, such as shutdowns or reboots. Also, some CAN packets are
visible only from within a moving vehicle, which would be very dangerous. Several other open
source CAN sniffing solutions allow for easy scripting or programming with languages such as
Python. When fuzzing undocumented UDS modes, we typically look for any type of response
from an unknown mode. If you use brute-forcing tools such as CaringCaribou, however, there
are often cleaner ways of accomplishing the same thing, such as monitoring or reversing the
diagnostic tools themselves. Here are a few common problems and solutions. This can drain a
battery much faster than you might think. To restart it, jump the vehicle with a spare battery.
Look for main fuses around major electronics. The fuses that control the headlamps probably
are not the culprits. Use a process of elimination to determine the device that is causing the
issue. This is a bad, but fortunately rare, situation. Reverse engineering the CAN bus should
never result in brickingâ€”that is, breaking the vehicle so completely that it can do nothing. To
brick a vehicle, you would need to mess around with the firmware, which would put the vehicle
or component out of warranty and is done at your own risk. In this chapter, you learned how to
identify CAN wires from the jumble of wires under the dash, and how to use tools like cansniffer
and Kayak to sniff traffic and identify what the different packets were doing. You also learned
how to group CAN traffic to make changes easier to identify than they would be when using
more traditional packet-sniffing tools, such as Wireshark. You should now be able to look at
CAN traffic and identify changing packets. Once you identify these packets, you can write
programs to transmit them, create files for Kayak to define them, or create translators for
OpenXC to make it easy to use dongles to interact with your vehicle. You now have all the tools
you need to identify and control the components of your vehicle that run on CAN. A vehicle
typically has as many as a dozen or more electronic controllers, many of which are networked
to communicate with each other. These computerized devices go by many different names,
including electronic control unit or engine control unit ECU , transmission control unit TCU , or
transmission control module TCM. While these terms may have specific meanings in a formal
setting, similar terms are often used interchangeably in practice. What may be a TCU to one
manufacturer is a TCM to another, yet both electronic controllers perform the same or extremely
similar functions. Most automotive control modules have measures in place to prevent you from
altering their code and operation; these range from very strong to laughably weak. The attack
vectors for ECUs fall into three different classes:. Front door attacks Commandeering the
access mechanism of the original equipment manufacturer OEM. Backdoor attacks Applying
more traditional hardware-hacking approaches. Exploits Discovering unintentional access
mechanisms. However, OEMs are generally not very creative and seldom change their ways, so
insight into one controller likely applies to similar models from the same manufacturer. The
OBD-II standard mandates that you be able to reprogram vehicles through the OBD-II connector,
and reverse engineering the original method for programming is a guaranteed attack vector.
The SAE J standard, or simply J , was developed to promote interoperability among digital tool
vendors through the use of the J API, which outlines the recommended way for Microsoft
Windows to communicate with a vehicle. Prior to the adoption of the J standard, each software
vendor created its own proprietary hardware and drivers for communicating with a vehicle in
order to perform computerized repairs. J introduced a series of DLLs that map standard API
calls to instructions necessary to communicate with a vehicle, thereby allowing multiple

manufacturers to release software designed to work with Jcompatible hardware. J tools provide
a convenient way to observe OEM tools interacting with vehicle computers. Manufacturers often
leverage J to update computer firmware and sometimes to provide powerful diagnostic
software. When using J tools to attack vehicle systems, the basic idea is to observe, record,
analyze, and extend functionality. Of course, the first step is to obtain and configure a J
application and its corresponding interface hardware in order to perform a task you want to
observe. Once you have your setup, the next step is to observe and record communications
with the target while using the J tools to perform an action on the target, like updating a
configuration parameter. Successful analysis of this communication will give you the
knowledge you need to access vehicle systems the way the OEMs do. The J shim is a software
J interface that connects to a physical J interface and then passes along and logs all commands
that it receives. This dummy interface is a kind of man-in-the-middle attack that allows you to
record all API calls between the J application and the target. You can then examine the log of
commands to determine the actual data exchanged between the J interface and the device. To
find an open source J shim, search code. You should also be able to find precompiled binaries.
You can also use J to generate interesting traffic that you can then observe and record with a
third party sniffer. See Chapter 5 for more information on monitoring network traffic. For more
on the Keyword Protocol , see Chapter 2. Seed-key algorithms usually generate a
pseudorandom seed and expect a particular response, or key , for each seed before allowing
access. A typical valid exchange could look something like this:. You might have a bit seed and
bit key, a bit seed and bit key, or a bit seed and bit key. The algorithm that generates a key from
a given seed also varies from platform to platform. Most algorithms are a combination of simple
arithmetic operations and one or more values used as part of the computation. There are
several techniques for figuring out these algorithms in order to give you access to the ECU:.
Disassemble it and analyze the embedded code to find the code responsible for generating
seed-key pairs. The main advantage of this method over purely passive observation is that it
allows you to pick seeds for which you can reproduce the keys. Sometimes front door attacks
are too tricky; you may not have the right tools or the lock might be too hard to figure out. In
fact, using more direct-to-hardware backdoor approaches often makes more sense than trying
to reverse engineer the front door lock placed by the factory, especially when trying to
reprogram engine modules. If you can obtain a dump of the module, you can often disassemble
and analyze it to figure out how the keys to the front door work. The first step in a hardware
backdoor attack is analyzing the circuit board. When reversing a circuit board of any system,
you should start with the largest chips first. These larger processor and memory chips are likely
to be the most complex. The type of memory used varies immensely from one platform to
another; every single variety listed here has been found in the wild. Newer designs are less
likely to have parallel memories and more likely to have serial chips. Newer microcontrollers are
less likely to have any external memories at all, as their internal flash capacities have
dramatically increased. Any nonvolatile memory chip present can be removed from the circuit
board, read, and then replaced. Chapter 8 goes into much more detail on reverse engineering
the circuit board. Although arguably just another example of a backdoor approach, exploits
deserve special attention. Rather than taking apart a computer, exploits involve feeding a
system carefully crafted inputs to make it do things outside normal operation. Typically,
exploits build on a bug or problem. This bug might cause a system to crash, reboot, or perform
some undesirable behavior from the perspective of the vehicle user. Some of these bugs
present the opportunity for buffer overflow attacks, which open the door for commandeering the
vulnerable device merely by feeding it unexpected inputs. A cleverly crafted set of inputs
triggers the bug, which then makes the device execute arbitrary code provided by the attacker
instead of triggering the usual fault condition. Not all bugs can be turned into exploits,
howeverâ€”some bugs only cause problems or shut down core systems. And while bugs are
usually discovered by accident, most exploits require careful craft. Most of the time, this
knowledge needs to be gathered through research prior to writing an exploit. While it is foolish
to discount the relevance of exploits, the other methods presented here and in Chapter 8 are
much more practical paths to understanding and reprogramming automotive systems in most
cases. Hacking into an automotive control module far enough to retrieve its current firmware
and configuration is really just the beginning of the adventure. At this point, you probably have
anywhere from 4KB to 4MB of raw machine-ready code, with a mixture of various parameters
and actual code that forms the program the processor will run. Next you need to disassemble
the binary. First, you must know which chip this binary is for. There are several free
decompilers for different chips out on the Internet. Otherwise you can drop some cash and buy
IDA Pro, which supports a large variety of chips. These tools will convert the hex values in the
binary into assembler instructions. The next stage is to figure out what exactly you are looking

at. You can follow a number of breadcrumbs , or clues, for starters; these breadcrumbs are
almost guaranteed to lead you to interesting and useful material. Every engine controller has
some type of self-diagnostic system that typically monitors most critical engine functions, and
analyzing this is an excellent route to understanding firmware. A good first step in investigative
disassembly is to identify the location of these procedures. This will provide you with insight
into the memory locations involved in all of the sensors and functions that are checked for
errors. For example, knowing that code 10 refers to a failed intake air temperature sensor means
you can find the piece of code that sets error code 10 to help you identify the internal variables
associated with the air temperature sensor. For more detailed information on using diagnostics,
see Chapter 4. Being able to change the behavior of a control unit is often one of the primary
goals of reverse engineering ECU firmware, and identifying data used by a controller is an
important step in the process. Most ECUs have a set of library functions used for routine tasks
throughout the code. Each time a table is used, a function is called to fetch a result. Calls to this
type of function are among the most frequent, making them easy to spot. Usually each type of
data stored within the ECUâ€”one-dimensional array of bytes; two-dimensional array of words;
three-dimensional array of unsigned, signed, and float shorts; and so onâ€”has a unique
reference function. When called, each table lookup routine needs to be passed, at a minimum,
the table index or start address and the axis variables. Often, table lookup routines can be
reused to pass information about the structure of the table, such as how many rows and
columns are present. Calibration data is usually stored in program memory, along with the
routines accessing them. Microcontrollers typically have special instructions to access program
memory, which provide a unique signature to search for and make table lookup routines
particularly easy to spot. A secondary characteristic of these lookup routines is that they tend
to have lots of interpolation math. After identifying reference routines, searching for all calls to
them can provide a key to identifying the vast majority of data used by the controller to make
decisions. The arguments passed to these functions typically include the start address of a
table, its structure or shape, and which variables index elements of the table. One way to
identify tables is to leverage the specific physical and electrical characteristics of vehicle
sensors, which will display identifiable characteristics within ECU firmware. For example, an
ECU with a MAF sensor will have a table that translates raw readings of voltage or frequency
from the MAF into airflow into the engine, providing an internal representation. This will result in
the tables having a characteristic set of values that can be observed in the ROM. Figures and
show similarly shaped Ford and Nissan sensor curves; the similarity they illustrate extends to
multiple manufacturers. Figure Ford MAF transfer graph. Figures through show five different
views of the same data. Figure shows how the VQ curve pictured in Figure would look in a hex
editor. Figure VQ table in HxD hex editor: bytes or to bit words. Figures and show the VQ table
in analyze. A simple visualization tool, analyze. Figure VQ table in analyze. Figure First four
rows of 16xbit values. Notice how the smooth nonlinear curve in Figures and mimics the
smooth nonlinear progression of values. Figure shows the same values in a column layout, so
you can see the full gradient of the first four rows from Figure Figure to bit words per row. Data
visualization tools like hex editors or analyze. Figure shows an example of the clear visual
pattern of data in analyze. On the other hand, when you look at code like that in Figure , there is
a more random, chaotic appearance. Hopefully, these examples help connect knowledge of the
table data you expect to find with their representation within a binary blob. Learning the
capabilities of the microcontroller unit MCU used in a target system can shed light on the types
of data to expect when looking over the binary data. Generally, data representation formats are
dictated by the hardware present. Knowing the size of registers on the MCU running the show
can be a big help for identifying parameters. Most parameters tend to be the same size as or
smaller than the registers of a given MCU. The more the better! Doing a simple compare in a hex
editor will show which bytes differ between the files. Figures and compare a V8 Mustang and a
V6 Thunderbird, showing 6, differences out of , bytes. Most processors use an interrupt vector
table defined by the processor being used. Tracing interrupt pins on the processor to circuitry
within the ECU to pins you can reference in a vehicle wiring diagram can help you identify code
blocks used to service such hardware functions as fuel and spark control, crank and cam signal
processing, and idle functions. Figure File compare function of the HxD hex editor. WinOLS is a
popular commercial program for modifying bins. It combines a series of tools for calculating
and updating checksums within a ROM with a set of tools for identifying tables. Figures and
illustrate WinOLS in use. If the ROM type is known, it has many templates that automatically
identify configuration parameters. Templates and configurations can be saved, shared, and sold
to enable users to make modifications to specific files with greater ease. Code analysis can be a
long, complicated task. An ECU from with 32 kilobytes not megabytes of code will have upward
of 10, assembly instructions to sort out. Bottom line: do not underestimate how much work this

approach will take. After all, entire books have been written solely on code analysis. Knowing
what processor executed the blob of binary will help you choose an appropriate software tool to
further assist. To analyze code, you might need to find a disassembler. A quick Google search
reveals that there are lots of them out there. Some target a single architectureâ€”for example,
Dis51â€”and some are custom-written for automotive reverse engineeringâ€”for example,
Dis66k. Rebuilding binutils with all architectures enabled will open a few doors. Your budget
and supported processors will determine which disassemblers are an option. Bust out the
disassembly tools and start trying to make sense of the mess, but as I warned earlier, this might
take hundreds of hours. A divide-and-conquer mentality works bestâ€”focus on the smaller
tasks rather than the project as a whole. If you obtained the binary by backdoor methods, you
probably already took the ECU apart to identify the processor. If you cracked the J
programming routines, you might not have a clue what processor is running the show. If you
can find the patents relevant to your system, you may end up with a guided tour of the code
being disassembled. This is probably the most consistently available high-level procedural
guide to help you understand the logic in an automotive computer. Patents usually lead
production by at least one to two years, if not more. You can often infer a model of behavior
from tables available to be modified in aftermarket software. This should tell you which piece of
MCU hardware handles which function. Cross reference the interrupt tables, or look for calls to
service particular pieces of hardware in order to identify which piece s of code service that
hardware function. A plain, or old-style, disassembler will output very verbose text. Each
individual instruction is parsed. Some disassemblers will attempt to mark areas referenced as
data and void disassembling them. Other disassemblers need to be specifically told which
areas are code and which areas are data. DASMx comes with minimal instructions: to
disassemble foo. Time for a crash course in the architecture! This information tells you what to
expect when looking at the addresses in your binary blob. It also helps to search online to see
whether others are trying to do something similar. The more legwork and research you do prior
to actually invoking a disassembler, the more likely you are to get reasonable results. Figure
shows the symbol table for the ZX binary. Next to each symbol is the memory address used by
the firmware. These memory addresses can hold values such as incoming data from different
physical pins on the chip or internal information, like timing. The result is the vector table
shown in Figure , which looks sane enough: all addresses are above the 0x entry point
specified. Figure Disassembled vector table. We can disassemble the code at 0xBE6D for the
reset vector, which is also the entry point for code. This is a plausible part of the initial reset
sequence because often when booting, firmware will initialize the data region to all 0s. Figure
Reset vector disassembly. Now, for the hard part: following the code, breaking it into routines,
and trying to figure out how it works. As of this writing, IDA Pro is the most popular interactive
disassembler available. It performs the same tasks as the simple disassembler just discussed,
and more. IDA Pro also graphs code to visualize program flow. Lastly, IDA Pro supports more
embedded platforms out of the box than just about any other disassembler currently available.
Figures and are screenshots from real code analysis with IDA Pro. Thanks to Matt Wallace for
graciously posting these examples in a public forum. Next, the user determined the necessary
functions to log data from the ECU and alter its operation. The result allowed the user to use
forced inductionâ€”that is, turbochargers and superchargersâ€”with a factory computer; this
would have been impossible without ECU modification. Because hacking on the ECU often
involves processors that are smaller than those used in more powerful modern devices, such as
cell phones, the tools used for reversing the firmware differ for each target. The methods
discussed in this chapter are techniques commonly used by performance tuners to adjust how
a vehicle handles fuel efficiency. All can be used to unlock features hidden in the code of your
vehicle. The most basic test bench is the device that you want to target and a power supply.
When you give an ECU the proper amount of power, you can start performing tests on its inputs
and communications. Figure A simple ECU test bench. To make it easier to turn the device on
and off, you can add a switch to the power supply. One place to find an ECU is, of course, at the
junkyard. Be sure that the ECU you buy includes the wire bundles. One downside to buying an
ECU online is that it may be difficult to acquire parts from the same car if you need multiple
parts. Simulators can generate faults and MIL lights, and they include fault knobs for changing
common vehicle parameters, such as speed. Try to mentally break down each component to get
a better idea of which wires to focus on. Figure Example of an ECU wiring diagram. Block
diagrams are often easier to read than wiring diagrams that show all components on the same
sheet. Block diagrams usually show the wiring for only one component and offer a higher-level
overview of the main components, whereas schematics show all the circuitry details. Table
Example Connector Legend. The legend should give the connector number, its number pin
count, and the color. L-GY probably means light gray, and so on. A connector number like C

refers to connector 2, pin The connectors usually have a number on the first and last pin in the
row. When you provide powerâ€”a power supply from an old PC should sufficeâ€”and add a
CAN sniffer, you should see packets. If you have everything wired correctly, the scan tool
should be able to identify the vehicle, assuming that your test bench includes the main ECU. To
address this problem, start by adding a ohm resistor, as a CAN bus has ohm resistors at each
end of the bus. The maximum missing resistance should be ohms. A lot of components
communicate with the ECU in a simple manner, either via set digital signals or through analog
signals. Analog signals are easy to simulate with a potentiometer and you can often tie a 1
kilohm potentiometer to the engine temp and fuel lines to control them. Notice that the optional
IC has two 1 kilohm potentiometers, or variable resistors, on the lower left side, both of which
are tied to the engine temperature and fuel lines. We use these potentiometers to generate
sensor signals, as discussed in the following section. This particular test bench also includes a
small MCU that allows you to simulate sending crankshaft and camshaft signals to the ECU.
Figure More complex test bench. A more complex unit like the one in Figure makes it trivial to
determine CAN traffic: just load a sniffer, adjust the knob, and watch for the packets to change.
As I mentioned, you can use the potentiometers in this setup to simulate various vehicle
sensors, including the following:. If your goal is to generate more complex or digital signals,
use a small microcontroller, such as an Arduino, or a Raspberry Pi. In order to do this, we need
a little background on how the ECU measures speed. Hall effect sensors are often used to
sense engine speed and crankshaft position CKP and to generate digital signals. In Figure , the
Hall effect sensor uses a shutter wheel, or a wheel with gaps in it, to measure the rotation
speed. The gallium arsenate crystal changes its conductivity when exposed to a magnetic field.
As the shutter wheel spins, the crystal detects the magnet and sends a pulse when not blocked
by the wheel. By measuring the frequency of pulses, you can derive the vehicle speed. Figure
Shutter wheel diagram for Hall effect sensor. You can also use the camshaft timing sprocket to
measure speed. When you look at the camshaft timing sprocket, the magnet is on the side of
the wheel see Figure Figure Camshaft timing sprocket. Using a scope on the signal wire shows
that the Hall effect sensor produces a square wave. Typically, there are three wires on the
camshaft sensor: power, ground, and sensor. Camshaft sensors also come as optical sensors,
which work in a similar fashion except an LED is on one side and a photocell is on the other.
You can gauge full rotation timing with a missing tooth called a trigger wheel or with a timing
mark. An inductive camshaft sensor produces a sine wave and will often have a missing tooth
to detect full rotation. Figure shows the camshaft sensor repeating approximately every 2
milliseconds. The jump or a gap you see in the wave at around the millisecond mark occurs
when the missing tooth is reached. The location of that gap marks the point at which the
camshaft has completed a full rotation. Figure Camshaft sensor signals under a scope. This will
give us the exact year, make, model, and engine type of the vehicle. Table shows the results.
Table Vehicle Information. Then, we can send simulated speed data to the ECU in order to
measure effects. Using wiring diagrams to simulate real engine behavior can make it easy to
identify target signals on the CAN bus. Figure Wiring diagram showing the engine speed pin.
The wiring diagram in Figure shows how you can trace the wire from the CKP sensor so that
connector C2, pin 27 receives the engine speed from the crankshaft sensor. Having identified
this pin in the wiring diagram, we locate the corresponding wire on the ECU. We can connect
this wire to any digital IO pin on an Arduino. Pin 2 will send output to C2, pin In order to
simulate engine speed sent from the CKP sensor, we code up an Arduino sketch to send high
and low pulses with a delay interval mapped to the potentiometer position see Listing Listing
Arduino sketch designed to simulate engine speed. Now, we upload this sketch to the Arduino,
power up the test bench, and when we turn the knob on the potentiometer, the RPM dial moves
on the IC. In Figure , the second line of the cansniffer traffic shows bytes 2 and 3â€”0x0B and
0x89â€”changing as we rotate the potentiometer knob for Arbitration ID 0x the column labeled
ID. Figure cansniffer identifying RPMs. A is the first byte and B is the second byte. You can
simplify this method to taking 0xB89, which is in decimal form. When you divide this by 4, you
get While this method works and, once connected, takes only a few seconds to identify the CAN
packet responsible for RPMs, there are still some visible issues. Every so often a CAN signal
shows up that resets the values to 00 00 and stops the speedometer from moving. In two
different terminals, we can check whether there was a diagnostic code. You can also use a scan
tool. And in another terminal, send this command:. Looks like we have a DTC set. The first two
bytes make up the standard DTC 0x00 0x Fixing these may not actually fix our problem, though.
The PCM may continue to think the vehicle is running smoothly, but unless you really care
about fudging all the data, you may be able to find other ways to trick the signals you want out
of the PCM without having to be immune to triggering DTC faults. Another great alternative is
the JimStim for Megasquirt. In this chapter you learned how to build an ECU test bench as an

affordable solution to safe vehicle security testing. We went over where you can get parts for
building a test bench and how to read wiring diagrams so you know how to hook those parts
up. You also learned how to build a more advanced test bench that can simulate engine signals,
in order to trick components into thinking the vehicle is present. Building a test bench can be a
time-consuming process during your initial research, but it will pay off in the end. Not only is it
safer to do your testing on a test bench, but these units are also great for training and can be
transported to where you need them. The ECU is a common target of reverse engineering,
sometimes referred to as chip tuning. As mentioned in Chapter 7 , the most popular ECU hack is
modifying the fuel map to alter the balance of fuel efficiency and performance in order to give
you a higher-performance vehicle. This chapter will focus on generic embedded-system
methods of attack as well as side-channel attacks. These methodologies can be applied to any
embedded system, not just to the ECU, and they may even be used to modify a vehicle with the
help of aftermarket tools. The first step in attacking the ECU or any embedded system in a
vehicle is to analyze the target circuit board. When reversing a circuit board, first look at the
model numbers of the microcontroller chips on the board. These model numbers can help you
track down valuable information that can be key to your analysis. When you encounter older
chips like these, remove them from the board and plug them in to an EPROM programmer in
order to read their firmware. You should be able to reprogram modern systems directly via
debugging software, like JTAG. Once you locate a data sheet, try to identify the
microcontrollers and memory locations on each chip to determine how things are wired
together and where to find diagnostic pinsâ€”a potential way in. The logo shown in Figure is for
STMicroelectronics. Often, a light-up magnifier or a cheap USB microscope can prove very
handy in reading these markings. Much like VIN numbers, model numbers are often broken
down into sections representing model number and different variations. Figure STM32 chipset
identification. To determine the function of the various pins, scan the data sheet to find the
package pinout diagrams, and look for the package that matches yours for pin count. For
example, as you can see in Figure , each side of the chip has 25 pins for a total of , which
matches the LQFP pinout in the data sheet shown in Figure Sometimes pin 1 on a chip is
indicated by a cut-off corner. If you find nothing on a chip that allows you to identify pin 1, look
for things you can identify. For example, if another chip on the board is a common CAN
transceiver, you could use a multitool to trace the lines to figure out which pins it connects to.
You could then reference the data sheet to see which side of the chip contains these CAN pins.
To do this, put your multimeter in continuity mode. Figure STM32F4 data sheet pinout. You can
use a variety of debugging protocols to debug chips just as you do software. JTAG is a protocol
that allows for chip-level debugging and downloading and uploading firmware to a chip. You
can locate the JTAG connections on a chip using its data sheet. Developers will disable JTAG
firmware via either software or hardware. This is harder to bypass with glitch attacks, though
voltage glitching or the more invasive optical glitches may succeed. When debugging ST chips,
you can use a tool like ST-Link to connect, debug, and reflash the processor. You can also use
a STM32 Discovery board. These are actually developer boards with their own programmer. In
order to use the Discovery kit as a generic programmer, remove the jumpers from the pins
labeled ST-Link , and then connect the six pins on the opposite side labeled SWD see Figure Pin
1 starts next to the white dot on the SWD connector. Renesas is a popular automotive chipset
used in ECUs see Figure When dealing with Freescale chips, such as the MCP5xxx series, keep
in mind that the debugger may be Nexus. Side-channel analysis is another hardware attack
used to bypass ECU and other microcontroller protections and to crack built-in cryptography.
This type of attack takes advantage of various characteristics of embedded electronic systems
instead of directly targeting specific hardware or software. Figure MultiTarget Victim Board. By
changing jumpers on the board, you can pass power to enable or disable different systems, but
be careful to enable only one section at a time, or you may short the board. Pay attention to the
jumper settings before testing. First install the ChipWhisperer software. The ChipWhisperer
software requires Python 2. First, enter the following code:. The second git command
downloads OpenADC. The OpenADC board of the ChipWhisperer is the oscilloscope part, which
measures voltage signals and is basically the heart of the ChipWhisperer system. Use the
following commands to set up the software you should be root in the ChipWhisperer directory :.
The green System Status light on the top should light up, and your ChipWhisperer should now
be set up or at least in its unconfigured core. Next, make sure the Victim Board is set up to use
the ATmega portion by changing the jumper settings to match the layout in Figure Your
ChipWhisperer should have come with a pin ribbon cable. This will allow us to perform testing
without disconnecting the device. Table shows the pinout. Power-analysis attacks involve
looking at the power consumption of different chipsets to identify unique power signatures.
These differences can reveal how a system is configured or even whether a password is correct
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racter may use more power than an incorrect one. The bootloader requires a password in order
to make modifications. This vulnerability has been fixed in newer versions of TinySafeBoot, but
for practice, the old version is included in the victims folder of the ChipWhisperer framework.
Click Program! Figure Setting the Scope and Target types. Figure Setting Connection and Baud.
Switch to the Target Settings tab at the bottom of the window , and change the Connection
setting to ChipWhisperer. At the top of the screen, click the red circle next to Scope with DIS in
it. The circle should become green and display CON. The ChipWhisperer comes with a simple
serial terminal interface. You should see a terminal like the one shown in Figure Figure
ChipWhisperer serial terminal. Now click Connect to enable your text areas. The output should
match that in Figure Now we need to set a custom password so that we can monitor the power
levels when a password is entered. First, close the serial terminal.

